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CHALLENGE 
  To learn as much as possible about a 

clandestine group for which specific 
information is not readily available. 

  Programming and learning the software. 

  Useful information is not readily 
available to the public, or at least not 
easily found. 

  1. Incompleteness – the inevitability of 
missing nodes and links that the 
investigators will not uncover. 

  2. Fuzzy boundaries – the difficulty in 
deciding who to include and who not to 
include. 

  3. Dynamic – these networks are not 
static, they are always changing. Instead 
of looking at the presence or absence of a 
tie between two individuals, Sparrow 
suggests looking at the waxing and 
waning strength of a tie depending upon 
the time and the task at hand. 



INTRODUCTION 
  What is a graph? 
  A visual representation of a network consisting of points (nodes or vertices) indicating 

people or groups and connecting lines (edges) which represent an association or 
relationship between the vertices. 

  Directed graphs can show flow of money, ideas and can be represented by an asymmetric 
adjacency matrix 

  Undirected graphs can show interpersonal relationships between actors in a social network 
and can be represented by a symmetric adjacency matrix. 

  Weighted graph can be directed or undirected and is represented by an adjacency matrix in 
which the non-zero values indicate connections of varying strengths. 

  How may a social network (such as a terrorist cell) be represented by a graph? 
  The nodes in the network represent people or groups while the links show relationships or 

flows between the nodes. 
  Social Network Analysis can provide important information on the unique characteristics of 

terrorist organizations such as network recruitment, network evolution, and the diffusion of 
radical ideas. 

 Zawahiri             KSM        Mohammed Atef   Osama bin Laden 



SOCIAL NETWORK ANALYSIS 
o  Visual and mathematical analysis of human relationships 
o  Network structure of an organization directly affects: ability to access new ideas, 

recruit new members, achieve sustainability. 
o  Applications: organizational psychology, sociology and anthropology. 

  Four Necessary Elements of Social Network Analysis 
  1. The analysis is motivated by a structural intuition based on ties linking social 

actors. 
  2. It is grounded in systematic empirical data. 
  3. It draws heavily on graphic imagery. 
  4. It relies on the use of mathematical and/or computational models.  

  Method of Social Network Analysis 
  1. Conduct empirical studies which investigate network structure using a 

variety of techniques such as interviews, direct observation, archival records, or 
methods like “snowball sampling” or “ego-centered” studies. 

  2. Use mathematical or statistical methods to answer questions about the 
community. 

  3. Create mathematical or computer models to replicate the processes taking 
place in networked systems. 



MATHEMATICS OF SOCIAL NETWORKS 
  The graph of a network can be represented by a matrix A called the adjacency matrix whose 

elements are 

  If the graph is weighted, the non-zero elements maybe generalized to non-unity values 
signifying ties of different strengths. 

  Centrality Measures (Who is the most important or central person in this network?) 

  Degree Centrality (degree) 
  number of edges attached to a vertex 
  highly effective measure of the influence or importance of a node 

  Eigenvector Centrality 
  acknowledges that not all connections are equal 
  A vertex with a smaller number of high-quality contacts may outrank one with a larger 

number of mediocre contacts. 



PROPERTIES OF GRAPHS 
  Betweenness Centrality (betweenness) 

  fraction of geodesic paths between other vertices that a vertex falls on 
  find the shortest path (or paths) between every pair of vertices, and ask on what 

fraction of those paths a vertex lies 
  rude measure of the control a vertex exerts over the flow of information (or any 

other commodity) between others 
  measures the fraction of that information that will flow through that vertex on its 

way to wherever it is going 
  a vertex with high betweenness will exert substantial influence by virtue not of 

being in the middle of the network (although it may be) but of lying “between” 
other vertices in this way 

  Closeness Centrality (closeness) 
  mean geodesic distance (i.e., the mean length of a geodesic path) from vertex i to 

every other reachable vertex 
  lower  for vertices that are more central in the sense of having a shorter network 

distance on average to other vertices 

  Transitivity (clustering) – “The friend of my friend is also my friend.” 
  Hubs - nodes with high degree and betweenness centrality 



MORE PROPERTIES OF GRAPHS 

Network Centralization 
  Very Centralized 

  Dominated by one or a few very central nodes 
where, if removed or damaged, the network 
quickly fragments into unconnected sub-
networks.  

  A highly central node can become a single point 
of failure.  

  A network centralized around a well connected 
hub can fail abruptly if that hub is disabled or 
removed.  

  Less Centralized 
  No single points of failure. 
  Resilient in the face of many intentional attacks 

or random failures in which many nodes or links 
can fail while allowing the remaining nodes to 
still reach each other over other network paths. 

  Will fail gracefully. 

Network Reach 
  the shorter paths in the network are more 

important 



SOCIAL NETWORK ANALYSIS AS 
APPLIED TO COUNTERTERRORISM 

  Small, multi-potential groups, 
considerable internal discipline, local 
decision making power. 
  Few direct contacts, but a sense of 

connection to a larger whole and 
purpose 

  Capable of performing multiple tasks 
with agility, audacity, and devastating 
lethality 

  Hierarchical leadership structure of 
al-Qaeda (emir, shura, individual 
subcommities) 
  Important for recruiting members 

or spreading ideologies 
  Not critical for the perpetuation of 

terrorist activity and terrorism as 
a whole 

  Secrecy over efficiency 



POST 9/11 PUBLICATIONS 
Valdis E. Krebs 
o “Mapping Networks of Terrorist Cells” Connections (2001) 
o Based on deep-trusted ties not easily visible to outsiders held al-Qaeda together 
o Network resiliency in its massive redundancy through established prior contacts ties 
forged in school, through kinship, and training and fighting in Afghanistan 

19 Hijacker's Prior Contacts Network Hijacker's Prior Contacts + Meeting Associations 



CURRENT RESULTS 
Maple 13 was used to generate this 
graph using a hand-drawn adjacency 
matrix imported from Excel as a .csv 
file. 

The names of the terrorists 
were also imported as a matrix 
in a .csv file from Excel and 
then converted to a list using 
the Maple command 
convert(Names,'list') 



WHERE TO NEXT? 

 Refine graph over the intersession 
 Use the Spring semester to apply the principles of 

social network analysis and other applications to 
arrive at critical conclusions about the al-Qaeda 
network. 


