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INTRODUCTION 

On September 10, 2001 most Americans had never heard of a clandestine group of Islamic 

fundamentalists called al-Qaeda, nor did they know that they were about to embark on a seemingly 

endless war against a whole new kind of enemy; one that would require an entirely new approach to 

war. John Arquilla and David Ronfeldt‟s book published not soon after 9/11, Networks and Netwars, 

discusses how modern warfare has evolved into a netwar, "a lower-intensity battle by terrorists, 

criminals, and extremists with a networked organizational structure," one which is often leaderless and 

thus able to act more quickly (Ressler, 2006). In the subsequent days of the World Trade Center attacks, 

as information gradually came into public knowledge about the hijackers, who they operated for and 

under, and their relationships to each other, a new term came into the America vocabulary: terrorist 

network. 

 

Networks are the underlying structural basis of many natural events, organizations, and social 

processes and a social network is a result of the patterns of connections between agents or actors in a 

network (Ressler, 2006, p. 2). Social networks are visually represented in mathematical literature by a 

graph made up of points, called nodes or vertices, with connecting lines, called edges, which represent 

an association between the nodes. In a social network, the nodes may represent people or groups while 

the links show relationships or flows of information, money or ideas between the nodes. Social network 

analysis is grounded in the intuitive notion that the patterns of social ties in which the actors are 

embedded has important consequences for those actors (Freeman, 2004, p. 2). It is then the task of a 

network analyst to seek and uncover various patterns within the structure so as to determine the 

conditions under which the networks operate and may potentially be dismantled. 

 

It is clear that the structure of a social network can influence the pattern of economic transactions, flow 

of information, spread of diseases and ideas, and nearly every other type of social interaction amongst 

the human beings it represents (Newman, 2006). The network structure of an organization like al-

Qaeda will “directly affect its ability to access new ideas, recruit new individuals, and achieve 

sustainability.” (Ressler, 2006) The new challenges that al-Qaeda and groups like it represent have 

stimulated a resurgent interest in the application of social network analysis to counterterrorism. 

Through increasingly extensive research, social network analysis has arisen as an effective way of 

tracking, understanding, and possibly dismantling the structures of these clandestine cells by providing 

both a visual and a mathematical analysis of human relationships in which the structure of the network 
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and relationships and ties with others in the network are more important than the individual actors in 

the network (Ressler, 2006). With continuous discovery and research beginning in the 1930s, social 

network analysis has evolved through adopting mathematical techniques and applying them to 

sociological events and has applications in organizational psychology, sociology and anthropology. 

Social network analysis provides an avenue for analyzing and comparing formal and informal 

information and ideological flows in an organization as well as it aids in identifying potential 

weaknesses in a terrorist network and uncovering acts of terrorism before they occur. 

 

SOCIAL NETWORK ANALYSIS: A HISTORY 

Social network analysis can trace its origins to the development of sociology as a science by Auguste 

Comte in the 1800s, he who first proposed a way of looking at society in terms of the interconnections 

among social actors. In 1934 Jacob L. Moreno embarked on a broad research effort to introduce 

sociometry as a quantitative method for measuring social relationships (Freeman, 2004, p. 7, 35). His 

sociology work, Who Shall Survive?, was the first to apply all four defining features of social network 

analysis (discussed in the following section) and the first to use the term “network” as we know it used 

today (Freeman, 2004, p. 35). His work was done in conjunction with Helen Hall Jennings and Paul 

Larzarfeld but it is gathered that, as a result of his disagreeable and paranoid personality, his work 

never gained its proper recognition in the scientific community. 

 

Moreno‟s work was followed by a number of unrelated endeavors into network analysis at MIT and 

Michigan State College in the 1930s and 1940s whose structural approach, though marginalized, was 

extrapolated to a wide range of empirical phenomena and produced a series of papers that made major 

contributions to sociometry and social network analysis (Freeman, 2004). This research was followed 

by undertakings a The University of Chicago and the Sorbonne in the late 1940s by Claude Levi-

Strauss and Andre Weil, and Lund University in the early 1950s where Torsten Hägerstrand created a 

computer simulation of the spread of innovations across space and time (Freeman, 2004). Finally, in 

1963, Claude Flament presented an integrated approach to both communication research and structural 

balance and presented applications on communication in work groups, on political blocs, and on 

kinship structures (Freeman, 2004). He was able to draw on structural data and included graphic 

images a well as both graph theoretic and algebraic models of structural phenomena from which he 

created a general synthesis showing explicitly that a wide range of problems could all be understood as 

special cases of a general structural model (Freeman, 2004). 
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However, by the end of the 1960s, no true version of network analysis was yet collectively recognized 

as providing a general model for social research. In 1967 Stanley Milgram conducted his infamous “six 

degrees of separation” experiment while working as a Professor at Yale. However it was at Harvard 

under the professorship of Harrison Colyar White that network analysis experienced its revolution. 

White‟s dissertation in sociology was a social network study that involved the application of algebra in 

modeling organizational behavior and, while his work with Morris Friedell produced a model of 

vacancy chains that was designed to account for social mobility, his true contribution to the field was 

his indoctrination of an entire generation of Harvard students with a structural perspective (Freeman, 

2004). His students and mentees are a virtual Who‟s Who of social network researchers including Peter 

Bearman, Paul Bernard, Phillip Bonacich, Ronald L. Breiger, Kathleen M. Carley, Ivan Chase, Bonnie 

Erickson, Claude S. Fischer, Mark Granovetter, Joel Levine, Siegwart M. Lindenberg, Barry Wellman 

and Christopher Winship. It was White and his associates that published vast amounts of important 

theory and research focused on social networks that social scientists everywhere, regardless of their 

field, could no longer ignore. 

 

In 1993, Norman Hummon and Kathleen Carley of Carnegie Mellon University went so far as to 

declare network analysis a “normal” science in the sense described by Thomas Kuhn who had defined a 

science as "normal if and only if it displays a systematic approach that both generates puzzles and 

solves them." (Freeman, 2004, p. 6) Since a normal science is the product of an ordered sequence of 

discoveries, it is cumulative.  While some researchers and scientists clarified and extended the basic 

structural intuitions of network analysis, others collected the kind of empirical data that permits the 

systematic examination of social patterning. Still others developed procedures for constructing visual 

images of patterns of ties and others yet worked on computation or spelled out the mathematical 

properties of social patterns. Each researcher contributed a small piece of the puzzle, the completion of 

which culminated in the recognition and emergence of social network analysis (Freeman, 2004). 

 

SOCIAL NETWORK ANALYSIS: DISAMBIGUATION 

Social network analysis focuses on the kind of research that examines the links among the objects of 

study (in this case people). This approach is based on a structural analysis that has extensive relevance 

throughout academia. Anthropologists and those working in communications use structural analysis to 

investigate the spread of information in communities as well as to analyze human interaction and 
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predict behaviors. Politics and organization studies, social psychology and diffusion research, and 

biological and molecular research all incorporate some form of structural analysis in their studies. 

Astrophysicists use structural analysis to study the gravitational influence of each planet in our solar 

system over the others in order to account for planetary orbits, while electrical engineers observe how 

the interactions of various electronic components will influence the flow of a current through a circuit 

(Wasserman, 1994). 

 

According to Linton C. Freeman, there are four elements that define social network analysis. It is (1) 

motivated by a structural intuition based on ties linking social actors, (2) grounded in research based on 

systematic, empirical data, (3) utilizes graphic imagery, and (4) employs mathematical and/or 

computational models to predict future behavior (Freeman, 2004). The method of social network 

analysis itself consists of three essential parts: (a) the conducting of empirical studies which investigate 

network structure using a variety of techniques such as interviews, direct observation, archival records, 

or methods like “snowball sampling” or “ego-centered” studies, (b) the use of mathematical or 

statistical methods to answer questions about the community, and (c) the creation of mathematical or 

computer models to replicate the processes taking place in networked systems. Empirical studies are 

represented by a graph consisting of multi-edges (repeated edges between the same pair of vertices), 

self-edges (edges connecting a vertex to itself), and hyper-edges (edges that connect more than two 

vertices together) which then connect the network into mathematically measurable groups of clusters 

and connected components. 

 

The resulting graph has properties which include transitivity also called the degree of clustering, which 

is the tendency for triangles of connections to appear frequently in networks (socially: “the friend of 

my friend is also my friend”), kinship structure, distribution of structural properties such as vertex 

degree or geodesic paths, connectors, mavens, leaders, bridges, and isolates, boundary spanners, and 

peripheral players all of which can be analyzed to gain deeper insight into the network. Inferences can 

also be made about the significance of those vertices which fall in the core and periphery of the graph 

as well as their similarity, meaning the extent to which two given vertices do or do not occupy similar 

positions in the network; boundary spanners, for example, are defined as actors who link distinct 

clusters or groups of members within the network (Hanson, 2008). Similarly, a cut-point is a node 

whose removal would increase the number of connected components by dividing the sub-graph into 

two or more separate sub-graphs between which there are no connections and can be viewed as a kind 
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of local centrality can operate as pivotal points of articulation between the agents that make up the 

network (Sabater, 2002). 

 

Other properties of graphs used in social network analysis may include the measure of a path which is a 

sequence of vertices included by following connected edges across the network, or more specifically 

the identification of a geodesic path which is the shortest path, in terms of number of edges traversed, 

between a specified pair of vertices. Measures such as network centralization and individual network 

centralities (which will be discussed later) provide insight into an individual's location in the network, 

where the relationship between the centralities of all nodes can reveal much about the overall network 

structure. For example, a very centralized network is dominated by one or a few very central nodes 

where, if removed or damaged, the network would quickly fragment into unconnected sub-networks. A 

highly central node can become a single point of failure. A network centralized around a well-

connected node with high degree and betweenness centrality, called a hub, can fail abruptly if that hub 

is disabled or removed. (orgnet.com) Conversely, a less centralized network has no single points of 

failure and is resilient in the face of many intentional attacks or random failures. In this case many 

nodes or links can fail while allowing the remaining nodes to still reach each other over other network 

paths. Networks of low centralization “fail gracefully” and are more indicative of those seen when 

attempting to map al-Qaeda. (orgnet.com) By utilizing some or all of these measures, analysts then 

create computer models, which allow predictions to be made about the behavior of a community as a 

function of the given parameters affecting the system (Newman, 2006). 

 

When taken together, graphs and mathematical properties of those graphs are used in an attempt to 

answer questions about the network such as: Who are the most central members of a network and who 

are the most peripheral? Which people have most influence over others? Does the community break 

down into smaller groups and if so what are they? and Which connections are most crucial to the 

functioning of a group? The final result is a visual representation of the connections between 

individuals in the network, and because possible connections between people vary, studies may be 

designed appropriately to measure the particular connections of interest to the experimenter (Newman, 

2006). 

 

THE MATHEMATICS OF SNA 

The graph of a network can be represented by a matrix A, called the adjacency matrix, in which each 
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vertex is represented as a column and row whose elements are 

𝐴𝑖𝑗 =  
1  if there is an edge between vertices 𝑖 and 𝑗,
0  otherwise                                                               

  

Graphs may be directed or undirected and may also be weighted or un-weighted. Directed graphs can 

show flow of money or ideas and are be represented by an asymmetric matrix in which 𝐴𝑖𝑗 =  1 

implies the existence of an edge pointing from 𝑗 𝑡𝑜 𝑖 which will, in general, be independent of the 

existence of the edge from 𝑖 𝑡𝑜 𝑗 (Newman, 2006). Undirected graphs may show interpersonal 

relationships between actors in a social network and may be represented by a symmetric adjacency 

matrix indicating that, if Person A has an association with Person B, then Person B must have an 

association with Person A. Weighted graphs may be directed or undirected and are represented by an 

adjacency matrix in which the non-zero values may differ indicating ties of varying strengths. 

 

As mentioned previously, network analysis often deals with the distribution of structural properties 

such as vertex degree. When analyzing the vertex degree distribution of random graphs the fraction 

𝑝𝑘 of vertices having degree 𝑘 is given by the binomial distribution, which becomes Poisson in the 

limit of large n: 

𝑝𝑘 =  
𝑛 − 1

𝑘
 𝑝𝑘(1 − 𝑝)𝑛−1−𝑘 ≅

𝑧𝑗𝑒−𝑧

𝑘!
 

where 𝑧 =  (𝑛 –  1)𝑝 is the mean degree. However, when analyzing graphs of real networks (social and 

otherwise) empirical observation has found that most have highly non-Poisson distributions of degree, 

often heavily right-skewed with a fat tail of vertices having unusually high degree. It is those vertices 

found in these fat tails that may have a substantial effect on the behavior of a networked system 

(Newman, 2006). 

 

Graphs have certain individual centrality measures that are highly useful in analyzing social networks. 

A centrality measure attempts to answer the question, “Who is the most important or central person in 

this network?” However, centrality measures are often very sensitive to minute changes in nodes and/or 

links, as well, the meanings of “most important” or “central” nodes can change with the type of 

information researcher is seeking. For example, degree centrality (degree) is a measure of the number 

of direct connections a node has and is usually an effective measure of the influence or importance of a 

node where the degree 𝑘𝑖  of vertex 𝑖 is  
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𝑘𝑖 =  𝐴𝑖𝑗

𝑛

𝑗=1

 (Newman, 2006) 

Nevertheless, sometimes what really matters is where those connections lead and how they connect the 

otherwise unconnected. (orgnet.com) Eigenvector centrality, conversely, acknowledges that not all 

connections are equal and that a vertex‟s connections to people, who are they themselves influential, 

will lend that vertex more influence than connections to less influential people where the centrality 𝑥𝑖  is 

𝑥𝑖 =
1

𝜆
 𝐴𝑖𝑗

𝑛

𝑗=1

𝑥𝑗 , 

where 𝜆 is constant (Newman, 2006). However, having a large number of connections still counts for 

something, but a vertex with a smaller number of high-quality contacts may outrank one with a larger 

number of mediocre contacts. 

 

Another centrality measure is concerned with the idea of the betweenness of nodes. The idea of 

betweenness-based centrality is concerned with whether or not a point in a communication network is 

central to the extent that it falls on the shortest path between pairs of other points; that is, the fraction of 

geodesic paths between other vertices that vertex i falls on (Freeman, 1977). Betweenness is calculated 

by first finding the shortest path (or paths) between every pair of vertices, and then determining on 

what fraction of those paths i lies. What results is a crude measure of the control i exerts over the flow 

of information between others in the network and measures the fraction of information that will flow 

through i on its way to its destination. Other measures of this type are referred to as “flow 

betweenness” or “random walk betweenness” which 

may account for the fact that the flow of information 

does not always flow along geodesic paths. A vertex 

with high betweenness will exert substantially more 

influence over others by virtue not of being in the 

middle of the network but of lying “between” other 

vertices in this way. (See Fig Left) 

While A (Diane) has many direct ties, B (Heather) 

has few direct connections, fewer than the average in 

the network, yet in many ways has one of the best 

locations in the network – between two important 
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constituencies. The good news, B plays a 'broker' role in the network, a powerful role; the bad news is 

that B is a single point of failure. Without B, C and D would be cut off from information and 

knowledge in A‟s cluster. A node with high betweenness has great influence over the flow of 

information in a social network.(orgnet.com) 

 

A final measure of centrality is that of closeness centrality (closeness) Closeness is determined by 

calculating the mean geodesic distance from a vertex to every other reachable vertex. Closeness is thus 

lower for vertices that are more central within the network in the sense that they have a shorter distance 

to travel to other vertices. One of the most important factors of social networks that seem to be 

emerging is that of network reach. Research by Noah Friedkin, Ron Burt and others indicates that the 

shorter paths in the network are more important and that these networks have horizons over which we 

cannot see, nor influence. They propose that “the key paths in networks are 1 and 2 steps and on rare 

occasions, three steps.” (orgnet.com) The „small world‟ that Milgram made famous is not one of six 

degrees of separation but of direct and indirect connections less than three steps away. Therefore, it is 

important to know: who is in your network neighborhood? Who are you aware of, and who can you 

reach? 

 

SOCIAL NETWORK ANALYSIS AS APPLIED TO TERRORIST NETWORKS 

“Bin Laden is the leader of a movement that doesn‟t necessarily need a 

leader to function and be effective… [al-Qaeda] is such a diffuse structure 

that it can survive without him.” (Rothenberg, 2002, p. 37)  

 

After the attacks of 9/11, academia, the government, and even mainstream media began to discuss the 

importance of social network analysis in fighting terrorism. Media outlets such as the Washington Post 

and the Dallas Morning News all ran articles lauding the potential benefits of network science. Authors 

of popular books on networks were interviewed extensively on television and radio programs on how 

the knowledge of social networks could be used to fight terrorism, however they repeatedly used words 

like amorphous, invisible, resilient, dispersed and other terms that made it difficult to visualize what the 

structure really looked like (Krebs, 2002). Then, in 2006 when the National Security Agency‟s 

controversial eavesdropping program hit the newswires, the importance of social network analysis in 

fighting terrorism reemerged in a New York Times article discussing the ability of network analysis to 

map and potentially make meaning out of the millions of communications NSA would intercept daily 
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between individuals under surveillance (Ressler, 2006). 

 

One may be mislead about the popular notion of the hierarchical structure of al-Qaeda with bin Laden 

as the emir, or leader, surrounded by a council of roughly one dozen advisors called the shura, and 

numerous subsequent committees responsible for the execution and maintenance of the essentials of 

any revolutionary force such as military operations, religious affairs, finances, and the production of 

false travel and identity documents (Rothenberg, 2002). In fact the larger more deadly aspect of the 

network, and what makes al-Qaeda so resilient to attack, is that it consists mainly of "small, multi-

potential groups with considerable internal discipline and local decision making power all held together 

by the adherence to a common cause" which stems from their religious fanaticism (Rothenberg, 2002). 

Few direct contacts, but a sense of connection to a larger whole and purpose, supports an unshakable 

belief structure that has shown itself capable of performing multiple tasks with agility, audacity, and 

devastating lethality (Rothenberg, 2002). While the hierarchical leadership structure of al-Qaeda is 

more familiar to the American public and may be important for the larger efforts of recruiting members 

or spreading ideologies, it is not critical for the perpetuation of terrorist activity and terrorism as a 

whole (Rothenberg, 2002). 

 

Social network analysis has been shown to provide important information on the unique characteristics 

of terrorist organizations ranging from issues of network recruitment, network evolution and the 

diffusion of radical ideas. As network analysis of terrorist organizations continues to grow, its 

researchers can be classified in two groups: the data collectors and the modelers (Ressler, 2006). Data 

collectors are those researchers who focus primarily on data collection and then analyze the 

information through description and straightforward modeling. Modelers create complex models that 

offer insight on theoretical terrorist networks such as "how to model the shape of a covert network 

when little information is known," or how to estimate a terrorist network's vulnerabilities to destabilize 

it (Ressler, 2006, p. 5). 

 

In the 2001 post-9/11 edition of Connections, an International Network for Social Network Analysis 

(INSNA) journal that publishes “original empirical, theoretical, and methodological articles, as well as 

critical reviews dealing with applications of social network analysis,” Valdis E. Krebs (2002) attempted 

to construct his own graph of al Qaeda using data sources and publicly released information reported in 

major newspapers such as the New York Times, the Wall Street Journal, the Washington Post, and the 
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Los Angeles Times. (insna.com, Krebs, 2002) Once investigators knew who to look at, connections 

were quickly made amongst the hijackers. He mapped the links between the 19 hijackers using varying 

lengths representing the length of time two terrorists had spent together. Those living together, 

attending the same school or classes or training would have the strongest ties. Those travelling together 

and participating in meetings together would have ties of moderate strength and medium thickness. 

Finally, those who were recorded as having a financial transaction or an occasional meeting and no 

other ties were sorted into the dormant tie category and 

were shown with the thinnest links in the network 

(Krebs, 2002). When varying centrality measures are 

taken of Kreb's graph, Mohammed Atta (one of the pilots 

on 9/11) scores the highest on degrees and closeness but 

not betweenness. This would indicate that, while he has 

contact with the most hijackers, he was not their 

commander and did not exercise the most influence over 

the group (Krebs, 2002). 

 

Krebs‟ research led him to the conclusion that deep-

trusted ties not easily visible to outsiders held al-Qaeda 

together (Krebs, 2002). He observed that many pairs of 

team members where beyond the horizon of observation 

and that many on the same flight were more than two 

steps away from each other. This indicated that the purpose of keeping cell members distant from each 

other, and from other cells, was to minimize the damage to the network if a cell member was captured 

or otherwise compromised (Krebs, 2002). The hijacker's network displayed a very long mean path 

length, 4.75 for a network of less than 20 nodes, clearly indicating al-Qaeda‟s preference for secrecy 

over efficiency (See Figure 2: Trusted Prior Contacts) (Krebs, 2002). However, when consideration is 

given to various operational meetings to coordinate tasks and report progress, the connections that arise 

present shortcuts to distant parts of the network (See Figure 3: Trusted Prior Contacts + Meeting Ties). 

These connections drop the mean path length in the network by over 40% thus improving the 

information flow in the network (Krebs, 2002). However, after the coordination is accomplished and 

the members disperse, these cross-ties go dormant until the need for their activity arises again and are 

subsequently nearly invincible (Krebs, 2002). 
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Network structure is a modern organizational structure, 

the strength of which is built upon the idea of 

disintermediation or “removing the middle man” where 

individuals can directly connect to each other. This is 

especially facilitated with the advancements of modern 

telecommunications and the internet. Individuals are able 

to join al-Qaeda through weak ties and plan attacks 

through loose connections while still wreaking as must 

destruction as possible (Ressler, 2006). It is easier to kill 

a man than to change his mind, and terrorist 

organizations present a unique challenge in that they are 

united by a specific ideology. On the local level, the 

network is small and dynamic and consists of formidable 

barriers to entry and exit (Rothenberg, 2002). It values 

secrecy above communication and its structure tends to 

be more cellular and distributed than a normal social network (Carley, 2003, Rothenberg, 2002). The 

hijacker‟s network had a hidden strength in its massive redundancy through established prior contacts 

and it was the ties forged in school, through kinship, and training and fighting in Afghanistan that made 

the network very resilient (Krebs, 2002). However, when analyzing al-Qaeda, one realizes that its 

entire global network is a connected component held together by its fundamentalist ideas, so that the 

loss of a unit or actor will not be deleterious to al-Qaeda's overarching mission, and may in fact serve 

to accelerate it (Rothenberg, 2002).  

 

The federal government has been using link analysis to counteract terrorism, yet social network 

analysis improves upon link analysis by moving from single variable analysis to multivariate analysis, 

allowing the individual to control for many factors at once (Ressler, 2006). This transition from single 

to multivariable analysis indicates exceptional progress when researching terrorism because terrorism 

is affected by a number of different factors. For example, the propensity for one to participate in 

terrorist activity might not be strongly affected by the single variable of being related to a terrorist 

member but the combination of multiple variables such as poverty, type of government, combined with 

the link to a terrorist member may cause a person to participate in a terrorist activity (Ressler, 2006). 
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Where traditional social network analysis is limited in that it only considers the linkage among people, 

is concerned with non-adaptive systems, and most measures have been tested only for small (less than 

300 node) networks, multi-agent modeling uses very simple unrealistic agents who, although they 

adapt, move about only on a grid and don‟t take actual networks in to account (Carley, 2003). Social 

network analysis allows researchers to control for one variable while still taking others into account 

and thus may be used to anticipate and counteract terrorist cells while still attempting to address the 

underlying causes of terrorism (Ressler, 2006). Peter Klerks makes an excellent argument for targeting 

those nodes in the network that have unique skills and thus may have unique ties within the network. 

Klerks methodology centers on identifying the “task and trust ties” between conspirators to locate 

possible suspects and then, via snowball sampling, map their ego networks to see where they lead and 

overlap (Krebs, 2002). 

 

One of the areas in which social network analysis presents a disadvantage is in the acquisition of data. 

Many researchers are limited to open source information which is usually incomplete, scattered, and 

prone to errors. Consequently, if the analyst is unable to find sufficient information on a specific 

terrorist, they must assume that that node does not exist and thus, the data analysis can be misleading 

(Ressler, 2006). Terrorists also generally try to keep a low profile before carrying out an attack, which 

makes detection and acquiring current, relevant information unreliable and difficult. Often models are 

created data-free or without complete data and do not fully consider human and data limitations which 

can result in potentially misleading results as they cannot take into account behavioral and contextual 

issues that might affect the network structure and activity (Ressler, 2006). Modelers are often 

mathematicians or sociologists who do not have a foundation in terrorist studies nor do they always 

work with top counter-terrorism experts. All of these factors make it difficult to turn numbers and 

graphic models into interpretable results that not only make sense in the context of the vast literature on 

terrorism, but are applicable as well. Hence, knowledge of the appropriate people and cultures can 

provide a context for the network data created by the modelers, including the historical and political 

trends exhibited in terrorism, reasons people join terrorist groups, and the psychology of terrorist attack 

tactics, including suicide terrorism (Ressler, 2006). 

 

Kathleen Carley (2003) of Carnegie Mellon University has made many great advances toward the 

applications of network analysis to counterterrorism through her research into network text analysis 

which is used to “define and model the relationships between words in a text to turn raw text related to 
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Mideast covert networks into a pictorial network representation of the social and organizational 

structure of a covert network.” (Ressler, 2006, p. 8) Her main contribution has been with the concept of 

dynamic network analysis made possible due to three key advances: (1) the meta-matrix connecting 

various entities such as agents, knowledge and events, (2) treating ties as “variable” and so having a 

weight and/or probability, and (3) combining social networks with cognitive science and multi-agent 

systems to endow the agents with the ability to adapt (Carley, 2003). In a meta-matrix perspective a set 

of networks are combined to describe and predict system behavior. In variable tie perspective, 

connections between entities are seen as ranging in their likelihood, strength, and direction rather than 

as being simple binary connections indicating exclusively whether or not there is a connection. Finally, 

the utilization of multi-agent network models enables researchers to project inferences about the 

dynamics of complex adaptive systems. In particular, these computational models “combine our 

understanding of human cognition, biology, knowledge management, artificial intelligence, 

organization theory and geographical factors into a comprehensive system for reasoning about the 

complexities of social behavior” (Carley, 2003, p. 3). Carley (2003) has outlined seven methods to 

assess destabilization tactics of terrorist networks: 

1. Identify key entities and the connections among them. 

2. Identify key processes by which entities or connections are added or dropped, or in the case of 

connections, changed in their strength. 

3. Collect data on the system (covert network). 

4. Determine performance characteristic of existing system. 

5. Determine performance characteristics of possible optimal system. 

6. Locate vulnerabilities and select destabilization strategies. 

7. Determine performance characteristics in the short and long term after a destabilization strategy has 

been applied. 

 

CONCLUSION 

An emerging emphasis on counter-operations outside of face-to-face combat has given light to the 

application of social network analysis to counterterrorism as well as intelligence and data analysis. 

While our military might dwarfs our enemies, our network is no match. Terrorists networks are loosely 

structured and can move quickly and be adaptive because they do not need to go through layers of 

bureaucracy while the bureaucratic networks that are tasked with executing counteractions to terrorism 

are unlikely to have the capacity to deal with al-Qaeda in their current network configuration (Ressler, 



SOCIAL NETWORK ANALYSIS AND COUNTER TERRORISM HOPKINS 15 

 

2006). Covert networks often don‟t behave like normal social networks and the conspirators don‟t often 

form many new ties outside of the network while minimizing the activation of existing ties inside the 

network. Strong ties, which were frequently formed years ago in school and training camps, keep the 

cells interconnected, yet unlike normal social networks, these strong ties remain largely dormant and 

therefore hidden. They are only activated when absolutely necessary. Weak ties were almost non-

existent between members of the hijacker network and outside contacts. It was often reported that the 

hijackers kept to themselves. They would rarely interact with outsiders, and then often one of them 

would speak for the whole group. A minimum of weak ties reduces the visibility into the network, and 

chance of leaks out of the network (Krebs, 2002). With a normal social network, strong ties reveal the 

cluster of network players, and thus it is easy to see who is in the group and who is not. In a covert 

network, because of their low frequency of activation, strong ties may appear to be weak ties, or may 

not appear at all (Krebs, 2002). Social network analysis has brought together sociologists, 

anthropologists, mathematicians, economists, political scientists, psychologists, communication 

scientists, statisticians, ethologists, epidemiologists, computer scientists, organizational behavior and 

market specialists from business schools and recently, physicists all under the umbrella of structural 

analysis. Social network analysis focuses on the value of the network structure rather than the 

characteristics of the individual provides a structural analysis while still leaving room for individual 

effort (Freeman, 2004, Ressler, 2006). It is along the frontier of network analysis that new wars against 

enemies both known and unknown will be fought. 
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